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UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
OFFICE OF INSPECTOR GENERAL 

TWO POTOMAC YARD 
2733 SOUTH CRYSTAL DRIVE 

ARLINGTON, VA 22202 
 

 

DATE:  August 26, 2015 PREPARED BY:  SA  

CASE #:  OI-AR-2012-ADM-0095 CROSS REFERENCE #:   

TITLE:  GS-13,  

 
CASE CLOSING REPORT 

 
Subject(s) Location Other Data 

 Washington, DC  
 

VIOLATION(S):  
 
1. EPA Order 3120.1, Appendix A, Table of Penalties 3(a) – Where restricted information is 

not compromised and breach is unintentional 
 

2. EPA Order 3120.1, Appendix A, Table of Penalties 5 – Making false, malicious or 
unfounded statements against coworkers, supervisors, subordinates or Government 
officials which tend to damage the reputation or undermine the authority of those 
concerned 

 
3. EPA Order 3120.1, Appendix A, Table of Penalties 7 – Conduct which is generally 

criminal, infamous, dishonest, immoral or notoriously disgraceful 
 

4. EPA Order 3120.1, Appendix A, Table of Penalties 8 – Abusive or offensive language, 
gestures, or other conduct 

 
5. EPA Order 3120.1, Appendix A, Table of Penalties 9 – Discourtesy to the public 

 
6. EPA Order 3120.1, Appendix A, Table of Penalties 11 – Using Government property or 

Government employees in duty status for other than official purposes 
 

7. EPA Order 3120.1, Appendix A, Table of Penalties 16 – Deliberate misrepresentation, 
falsification, concealment or withholding of a material fact, or refusal to testify or 
cooperate in an official proceeding 

 
8. EPA Order 3120.1, Appendix A, Table of Penalties – Conducting personal affairs while 

in duty status 

   

 



RESTRICTED INFORMATION  
 
                 Page 2 

This report is the property of the Office of Investigations and is loaned to your agency: it and its contents may not be 
reproduced without written permission.  The report is FOR OFFICIAL USE ONLY and its disclosure to 
unauthorized persons is prohibited.  Public availability to be determined under 5 U.S.C. 552. 

 

 
9. Title 5 CFR §2635.704 – An employee has the duty to protect and conserve Government 

property and shall not such property, or allow its use, for other than authorized purposes 
 

10. Title 5 CFR §2635.705 – Unless authorized in accordance with law of regulations to use 
such time for other purposes, an employee shall use official time in an honest effort to 
perform official duties 

 
11. 40 CFR §3.103 (d) – Take any action, whether specifically prohibited or not, which 

would result in or create a reasonable appearance of: (3) Impeding Government 
efficiency or economy 

 
12. 40 CFR §3.103 (d) – Take any action, whether specifically prohibited or not, which 

would result in or create a reasonable appearance of: (6) Adversely affecting public 
confidence in the integrity of the Government or EPA 

 
13. 40 CFR §3.104 – Use of Government property – Employees must not use or allow the 

use of Government-owned or leased property for other than official purposes 
 

14. EPA Information Security Manual 2915A1, 7.3 – Appropriate use of the Internet – EPA’s 
policy for the appropriate use of the Internet is the same for all its information resources: 
(1) Information technology resources are to be used for authorized purposes only, and (2) 
The use of EPA information technology resources for unauthorized personal business is 
not allowed 

 
15. EPA Agency Network Security Policy 8.14 – EPA employees and contractors are 

responsible for (1) using EPA network resources for official government business or for 
other authorize use in accordance with Agency policies 

 
16. EPA Agency Network Security Policy 8.14 – EPA employees and contractors are 

responsible for (2) being aware of information security requirements associated with each 
system and application they use 

 
17. EPA Agency Network Security Policy 8.14 – EPA employees and contractors are 

responsible for (4) managing and protecting their passwords 
 

18. EPA Agency Network Security Policy 8.14 – EPA employees and contractors are 
responsible for (7) safeguarding sensitive information 

 
19. EPA Order CIO 2101.0 – Policy on Limited Personal Use of Government Equipment – 

(C) You must not use Government office equipment for activities that are inappropriate 
(1) transferring or storing large electronic computer files using government equipment, 
(2) using Internet services that automatically download information, such as sports 
scores, stock prices, music or videos, or other continuous data streams such as radio 
stations, (3) voluntarily viewing, downloading, storing, transmitting or copying, either 
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ATTACHMENT 
 
1. Memorandum of Activity - Includes a list of information EPA OIG provided to LER from 

October 9, 2014 to March 9, 2015. 
 
 











Sufficient evidence exists to support the finding that  misused government time and resources by 
viewing and organizing pornography on an EPA computer during scheduled working hours in violation 
of EPA policy. 
 
On October 9, 2014, as part of the OIG’s continuing coordination with the LER, special agents provided 
LER, with several forensic reports related to the  investigation. Subsequently, OIG provided LER 
with a copy of  sworn statement, and the un redacted memorandum of interview. (Attachment 1) 
 
As an update on the criminal disposition of this case, on February 23, 2015, the United States Attorney’s 
Office for the District of Columbia declined federal prosecution of  and therefore, this is now 
solely an administrative matter. 
 
My office is taking no further investigatory action in this matter. This final summary memorandum 
report is provided “For Official Use Only” and its disclosure to unauthorized individuals is prohibited. 
Portions of this memorandum report may be used by appropriate Agency officials for administrative 
action in conjunction with the other materials previously provided by my office.  Please return this 
memorandum report after your review of this matter is completed. 
 
In order that we may satisfy our reporting requirement to Congress and the Administrator, please advise 
my office within 30 days of administrative action(s) taken or proposed by you in this matter, if any. 
 
If you have any questions or concerns, please don’t hesitate to contact me at 202-566-0308. 
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EXHIBITS: 
 

1) MOA of  internet history, dated  2015 

MOA_  
 Internet H  

 
 

2) MOI with  dated  2015 

MOI_  
.docx

 
 

3) MOA computer forensic report, dated  2015 

MOA  
 Computer  

 






